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Linux Networking Command Reference Cheatsheet for System Admins & DevOps

Glifers B 8aIfFR 4131 @ IP Inspection

3915 (Command & Syntax) f3=a @ Fer (Description & Flags)

[ip addr show Jllip a] AT (53T O QIR R QG (I Ty |

PR 3B Iacre (9 (EHREEER) 135 fBBaesT (|
(ip -4 a |l ip -6 a] @3 [Pv4 ST IPV6 QTG ReeBIa e (|

[ hostname Jll hostname -I] HCEET @EFBET 8 FRIGET W AT 7|

@BeNF RERFA G5 Ta= oy ICMP 2015 TSR

(3 =11, (D (=1 o.¢ O 5fB 41w

P Ar8Be, (158w 8 Subnetting Command

3915 (Command & Syntax) f&ga< @ et (Description & Flags)
/ fSTeBe 691 Routing Table @3] Default Gateway (TS |

sudo ip route add default via [Gateway_ IP] W(ﬁ@@ﬂllﬂﬂlﬁ@‘ffmmﬂ

sudo ip route add [Subnet] via [Gateway IP] IBlECRISIGICER(ELEH 10.0.0.0/24 |Renifsariciaisil

sudo ip route del [Subnet] Ao GBRE I [AfTE F6 Jog &

X Static IP & NetworkManager (nmcli)

3915 (Command & Syntax) f3a=1 @ Fiet (Description & Flags)
S [@6STF IIG 1 fGORETT FIEIFHF SHIGIT (AT |
nmcli connection show SRS ([FOSTS (ATHIZA YR OIfIPT (AT |

sudo nmcli con mod "eth®" ipv4.addresses 10.0.0.1/24 NS B BracseT 567 Baiwﬁ'f\‘?fnﬂtgﬂ GT6 411

sudo nmcli con mod "eth@" ipv4.method manual T3 SRS @G DHCP (A Manual-Q
IS 41

sudo nmcli con mod "ethO®" ipv4.gateway 10.0.0.254 So71fBss [ (5158 16 4T

sudo nmcli con up "etho" 99 P %WWZT TG AT

sudo ip addr add 10.0.0.10/24 dev eth@ T=FET (Temporary) w13 g& T4t (RIEG = TQ) |



D @6STS §iIasfty, Traceroute 8 Open Ports (ss)

AT (Command & Syntax) f3a= @ T+ (Description & Flags)
AN FHCHR F6 8 Hop FiI%s 41 (fesicsfst =ren) |
traceroute [Domain/IP] W%@G@BGZ% oI BIZT (el
dig [Domain] DNS A-Record 8 IP @csiifeie~d f6b3™1 (63 Faco|
dig @1.1.1.1 [Domain] fafei® DNS Server (@94 Cloudflare) IA3F @& FEAR I
S fAeIfaR ona oiferst 8 RR oo™ wWizfe ;ews|
&3 7P, @): uoP, @ Listening, {l): Numeric, ()
Process
sudo ss -tulnp | grep :22 AR B (caa: 22/SSH) foaeifae sBrorst feora 4

@I SSH Remote Access, Key Auth & SCP/Rsync

3915 (Command & Syntax) f3g=t @ Fist (Description & Flags)

[ ssh user@IP Wl ssh -p 2222 user@IP RIS I TSI AT Biotd 1 (fG6 1 FI96F (9NG) |

ssh-keygen -t ed25519 -C "email" Ao ED25519 SSH Key Pair (Public & Private) ¢af3 %4

ssh-copy-id -i ~/.ssh/id_ed25519.pub user@IP *1afers 5 B s 5% @ Passwordless SSH Gowt
LI

scp file.txt user@IP:/path/ SCP oy 13 fHrs s 51 411

scp -r ./folder user@IP:/path/ n(RecurSive) Tt o @ e o

rsync -avzP ./dir/ user@IP:/path/ Rsync iy ieeis fors @ piatisr (Ratt
B Archive, @i Verbose, (: Compress, [ Progress/
Resume

SRR EICENIG RIS /ctc/ssh/sshd_config S PasswordAuthentication no [Elflel PermitRootLogin no
RNl sudo systemctl restart ssh |
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